
NAT Types:
Full Cone NAT

Private Host Full Cone Public Host A

UDP Packet()

172.16.1.102 172.16.0.1 1.1.1.4 1.1.1.5

s=172.16.1.102:2210
d=1.1.1.5:1234

UDP Packet()

s=1.1.1.4:8801
d=1.1.1.5:1234

s=1.1.1.5:1234
d=1.1.1.4:8801

s=1.1.1.5:1234
d=172.16.1.102:2210

Private
IP Address Realm

172.16.0.0/16

Public
IP Address Realm

Internet

Legend

s=souce address:port
d=destination address:port

NAT bindings to 172.16.1.102:2210
d=1.1.1.4:8801 <- s=ANY

Public Host B

s=1.1.1.5:4321
d=1.1.1.4:8801

s=1.1.1.5:4321
d=172.16.1.102:2210

1.1.1.6

s=1.1.1.6:1234
d=1.1.1.4:8801

s=1.1.1.6:1234
d=172.16.1.102:2210

s=1.1.1.6:4321
d=1.1.1.4:8801

s=1.1.1.6:4321
d=172.16.1.102:2210

UDP Packet() UDP Packet()

UDP Packet()UDP Packet()

UDP Packet()

UDP Packet()

UDP Packet()

UDP Packet()



NAT Types:
Restricted Cone NAT

Private Host Restricted Cone Public Host A

UDP Packet()

172.16.1.102 172.16.0.1 1.1.1.4 1.1.1.5

s=172.16.1.102:2210
d=1.1.1.5:1234

UDP Packet()

s=1.1.1.4:8801
d=1.1.1.5:1234

s=1.1.1.5:1234
d=1.1.1.4:8801

s=1.1.1.5:1234
d=172.16.1.102:2210

Private
IP Address Realm

172.16.0.0/16

Public
IP Address Realm

Internet

Legend

s=souce address:port
d=destination address:port

NAT bindings to 172.16.1.102:2210
d=1.1.1.4:8801 <- s=1.1.1.5:ANY

Public Host B

s=1.1.1.5:4321
d=1.1.1.4:8801

s=1.1.1.5:4321
d=172.16.1.102:2210

1.1.1.6

s=1.1.1.6:1234
d=1.1.1.4:8801

s=1.1.1.6:1234
d=172.16.1.102:2210

s=1.1.1.6:4321
d=1.1.1.4:8801

s=1.1.1.6:4321
d=172.16.1.102:2210

UDP Packet() UDP Packet()

UDP Packet()UDP Packet()

UDP Packet()

UDP Packet()

UDP Packet()

UDP Packet()

UDP Packet()Unreachable s=1.1.1.6:1234
d=1.1.1.4:8801

UDP Packet()

s=172.16.1.102:2210
d=1.1.1.5:1234

UDP Packet()

s=1.1.1.4:8801
d=1.1.1.6:1234

NAT bindings to 172.16.1.102:2210
d=1.1.1.4:8801 <- s=1.1.1.5:ANY
d=1.1.1.4:8801 <- s=1.1.1.6:ANY



NAT Types:
Port Restricted Cone NAT

Private Host Port Restricted Cone Public Host A

UDP Packet()

172.16.1.102 172.16.0.1 1.1.1.4 1.1.1.5

s=172.16.1.102:2210
d=1.1.1.5:1234

UDP Packet()

s=1.1.1.4:8801
d=1.1.1.5:1234

s=1.1.1.5:1234
d=1.1.1.4:8801

s=1.1.1.5:1234
d=172.16.1.102:2210

Private
IP Address Realm

172.16.0.0/16

Public
IP Address Realm

Internet

Legend

s=souce address:port
d=destination address:port

NAT bindings to 172.16.1.102:2210
d=1.1.1.4:8801 <- s=1.1.1.5:1234

Public Host B

s=1.1.1.5:4321
d=1.1.1.4:8801

1.1.1.6

s=1.1.1.6:1234
d=1.1.1.4:8801

s=1.1.1.6:1234
d=172.16.1.102:2210

s=1.1.1.6:4321
d=1.1.1.4:8801

UDP Packet() UDP Packet()

UDP Packet()

UDP Packet() UDP Packet()

UDP Packet()

UDP Packet()Unreachable s=1.1.1.6:1234
d=1.1.1.4:8801

UDP Packet()

s=172.16.1.102:2210
d=1.1.1.5:1234

UDP Packet()

s=1.1.1.4:8801
d=1.1.1.6:1234

NAT bindings to 172.16.1.102:2210
d=1.1.1.4:8801 <- s=1.1.1.5:1234
d=1.1.1.4:8801 <- s=1.1.1.6:1234

Unreachable

Unreachable



NAT Types:
Symmetric NAT

Private Host Symmetric Public Host A

UDP Packet()

172.16.1.102 172.16.0.1 1.1.1.4 1.1.1.5

s=172.16.1.102:2210
d=1.1.1.5:1234

UDP Packet()

s=1.1.1.4:8801
d=1.1.1.5:1234

s=1.1.1.5:1234
d=1.1.1.4:8801

s=1.1.1.5:1234
d=172.16.1.102:2210

Private
IP Address Realm

172.16.0.0/16

Public
IP Address Realm

Internet

Legend

s=souce address:port
d=destination address:port

NAT bindings to 172.16.1.102:2210
d=1.1.1.4:8801 <- s=1.1.1.5:1234

Public Host B

s=1.1.1.5:4321
d=1.1.1.4:8801

1.1.1.6

s=1.1.1.6:1234
d=1.1.1.4:8801

s=1.1.1.6:1234
d=1.1.1.4:8802

UDP Packet() UDP Packet()

UDP Packet()

UDP Packet()

UDP Packet()

UDP Packet()Unreachable s=1.1.1.6:1234
d=1.1.1.4:8801

UDP Packet()

s=172.16.1.102:2210
d=1.1.1.5:1234

UDP Packet()

s=1.1.1.4:8802
d=1.1.1.6:1234

NAT bindings to 172.16.1.102:2210
d=1.1.1.4:8801 <- s=1.1.1.5:1234
d=1.1.1.4:8802 <- s=1.1.1.6:1234

Unreachable

Unreachable

UDP Packet()

s=1.1.1.6:1234
d=172.16.1.102:2210


